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(54) Capture and use of a personal identification feature at a service terminal 



(57) A service terminal is provided for dispensing 
items with an indicium associating the item to a user ac- 
cessing the service terminal. The indicium may be cap- 
tured at the terminal and may include the user's signa- 
ture, an electronic image of the user or both. The indi- 
cium may be first verified with a stored electronic version 
of' the indicium before being provided to the item for 
identification. Upon verification, the item with the indici- 
um is dispensed to the authorized, verified user. The 
item may be a traveler's check or a negotiable instru- 
ment. 
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Description 

TECHNICAL FIELD 

This disclosure relates to pattern recognition, and 
more particularly relates to automatically providing per- 
sonal identifying indicia to items dispensed from service 
terminals. 

BACKGROUND 

The use of automatic signature verification to iden- 
tify an individual and to verify the individual's authority" 
to complete an automated transaction at a service ter- 
minal, for example, a self-service terminal, gain control 
of a computer, or gain entry to a secured area, is known 
in the art. For example, each of U.S. Patent No. 
5,257.320, issued October 26, 1993: U.S. Patent No. 
5,251 ,265, issued October 5, 1993: U.S. Patent No. 
5,111,512, issued May 5, -1992: U.S. Patent No. 
5,109,426, issued April 28, 1992: and U.S. Patent No. 
5,202,930, issued April 13, 1993, relate to signature 
capture and/or automatic verification of a captured sig- 
nature. 

Typically signature verification includes the use of 
a pen input device to capture an electronic version of a 
user's signature at an apparatus incorporating the input 
device when the user requests access. The captured 
version of the user's signature is used to verify the user's 
identity by comparing it to a stored version of the user's 
signature on file. Verification is used, for example, to 
complete a questionable user transaction. Because of 
current trends towards automated services, there is a 
need for cost effective and time efficient methods of sig- 
nature capture and to provide some form of security in- 
dicia to personally identify, and preferably to verify, the 
integrity of items, such as documents or goods, dis- 
pensed to a user from automated service terminals. 

SUMMARY OF THE DISCLOSURE 

The present disclosure provides a service terminal 
with the ability to capture a user's identity in some form 
and to attach a security mark derived from the captured 
identity to an item to be dispensed to the user from the 
terminal. The service terminal may include electronic 
means for verifying the user's, identity after capture by 
comparing the captured identity to a stored electronic 
version of the user's identity, or by any other method of 
authorized user identification. Multiple personalized 
items may be issued from the terminal with substantially 
similar indicia, for example, sequentially numbered and 
secured negotiable financial instruments. 

In one example, a method is disclosed to provide 
security to a document for automatic dispensing that in- 
cludes first capturing a characteristic representative of 
an authorized receiver of the item. The characteristic is 
then digitized within digitizing means and then proc- 



essed to provide some form of identifying mark or indi- 
cium to the document, based on the captured charac- 
teristic, before the document is dispensed to the receiv- 
er. The digitized characteristic may be verified before 
5 the document is dispensed to determine the authenticity 
of the receiver's authority to receive the document The 
document may be any kind of document; for example, 
a negotiable instrument such as a traveler's check. The 
person who receives the items from the service terminal 

io need not be the person whose identity is marked there- 
on: for example, a secretary may be authorized to re- 
ceive the traveler's checks of his/her employer, but only 
the employer is authorized to cash them. 

The step of capturing the characteristic may include 

>5 capturing a signature or a form of photographic or elec- 
tronic image of the authorized receiver or guarantor of 
the document, for example, using a signature input de- 
vice or electronic camera, respectively. The term "elec- 
tronic" for imaging systems described herein is defined 

20 to include video imaging. The captured characteristic 
may be stored in a memory at the accessed terminal or 
at a distinct, centralized or remote location. The memory 
or database may be accessed by one or multiple users. 
The providing of forms of identifying indicia preferably 

25 includes scaling the characteristic to at least approxi- 
mately fit into a particular space allocated for the indicia 
on the item to be dispensed. 

Another example provides a self-service terminal 
for dispensing documents identified with a security ind- 

30 icium derived from the capture of some physical identi- 
fying feature of the terminal's current user. The identify- 
ing feature is not limited to that feature captured during 
contemporaneous use, but may be a predetermined or 
predefined indicium. The terminal includes a device for 

35 generating an image in response to the user's input, and 
means for providing the security indicium derived* from 
the generated image in some form on the document to 
identify the document with the user. Preferably, the ter- 
minal includes means for digitizing the identifying fea- 

-io ■ ture and means for verifying that the user providing the 
identifying feature is authorized to receive the document 
to be dispensed. 

The image generating device may include a signa- 
ture input device, such as a tablet, with the captured 
■ is identifying feature being the user's signature. The pro- 
viding means affixes or prints the user's signature to the 
document. The image generating device may also in- 
clude an electronic camera or other means for capturing 
an electronic or photographic image of a portion of the 

so user's person. The providing means includes means for 
printing or affixing the security indicia derived from the 
electronic image, the captured signature, or both, to the 
document in a form that is either visible or invisible to 
the human eye. 

55 

BRIEF DESCRIPTION OF THE DRAWINGS 

The features of the disclosed personal identification 
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syslem and method will become more readily apparent 
and may be better understood by referring to the follow- 
ing detailed description of an illustrative embodiment of 
the present invention, taken in conjunction with the ac- 
companying drawings, where: 

FIG. 1 A is a schematic block diagram of an example 
of a service terminal in accordance with this inven- 
tion; 

FIG. 1 B is a schematic block diagram of a variation 
of the example of FIG. 1 A: 

FIG. 2A is a schematic block diagram of another ex- 
ample of a service terminal in accordance with this 
invention; 

FIG. 2B is a schematic block diagram of a variation 
of the example of FIG. 2A; 

FIG. 3A is another example of a service terminal in 
accordance with this invention; and 
FIG. 3B is a schematic block diagram of a variation 
of the example of FIG. 3A. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

Referring now in specific detail to the drawings, with 
like reference numerals identifying similar or identical 
elements, as shown in the examples in FIGS. 1 A-3B, a 
service terminal captures a current terminal user's iden- 
tification in some form and dispenses an item from the 
terminal upon which a security indicium is marked. The 
indicium may or may not be visible to the naked eye. but 
is derived from the captured identification either directly 
or indirectly. For example, the indicium may be derived 
from a voice recognition device which captures a portion 
of a user's speech for recognition or authorization. In a 
preferred embodiment, the service terminal is a self- 
service terminal. The expression "self-service terminal", 
as used herein, refers to any type of apparatus that pro- 
vides access to an authorized user such as a commuter 
ticket dispenser or an automatic teller machine from 
which an item is dispensed without the need for human 
intervention. 

The term "communication", as used herein, may be^ 
any manner of communication such as electronic, opti- 
cal, infrared, etc. The term "item", as used herein, refers 
to any type goods, such as negotiable financial instru- 
ments, personalized tickets, personalized goods, etc. 
which can be dispensed by a service terminal, such as 
a vending machine, with or without an attendant. For ex- 
ample,. a banking self-service terminal dispenses trave- 
ler's checks with a user's pre-printed signature. The se- 
curity indicium derived from the capture of a user's iden- 
tifying characteristic by the terminal, is not limited to a 
user's signature, but may take any number of forms de- 
pending on the capture means available at the terminal. 
For example, a photographic identification of the user, 
the user's signature, the user's fingerprint, etc. may be 
captured and used to form all or part of the user's secu- 



rity indicium. Alternatively, by appropriate user access, 
a predetermined indicium stored or otherwise accessed 
by the terminal may be provided to the item for dispens- 
ing. 

5 Numerous methods may be used to verify the iden- 

tity and/or authority of a user of a service terminal before 
the terminal dispenses a requested item. For example, 
personal identification card and keypad-entered per- 
sonal identification numbers may be used. In addition to 

to its use to identify an item to be dispensed, the service 
terminal may capture a user identification in some form 
and use it to verify that the user is authorized to receive 
the item to be dispensed. Preferably, a prior version of 
a captured user identification indicium may be stored in 

'5 a memory such as a database and utilized during a con- 
temporaneous transaction to identify the user. The 
memory may be local, that is, located within the terminal 
in current use, or may be remotely stored in a memory 
such as a database at a centralized or remote location. 

20 Stored therein may be information derived from but not 
necessarily identical to the previously captured user 
identification. The derived information may be in any 
form suitable for use in user recognition: for example, 
neural network parameters may be stored for corre- 

25 sponding neural network recognition. In addition, an 
electronically digitized signature contemporaneously 
captured at a terminal in use may be compared with a. 
previously captured signature version which is on file in 
a memory located at the terminal or elsewhere/Also, a 

^0 stored photographic facsimile of the user may be com- 
pared with a contemporaneously captured image of the 
user. Such memory-stored characteristics, however, 
may not be sufficient to reconstruct the exact captured 
indicium. While means for controlling the example serv- 
es ice terminal are typically resident within the terminal, 
control may "also be implemented from a point outside 
the terminal. 

FIG. 1 A shows a first embodiment of a service ter- 
minal 100. Service terminal 100 is a self-service termi- 
te* nal; that is, requiring no attendant input, that captures 
and uses a personal identification feature provided by 
the terminal's current user to generate a security or iden- 
tifying indicium associated with the personal identifica-^ 
tion feature for affixation to an item to be dispensed from 
■*5 the terminal. The following disclosure refers to the item 
to be dispensed from the terminal, for example, as a 
document such as traveler's check. The service terminal 
affixes security indicia to any item or items dispensable 
from a service terminal, either self-service or attended. 
50 The indicium may be visible or invisible to the handler 
of the document. For example, the security indicium 
may include an invisible bar code or magnetic code 
which is readable by a point-of-sale terminal. 

Terminal 100 includes a signature input device s 
55 such as a pen input device 110, operatively connected 
to an image formatter 1 20 and a controller 1 30. The sig- 
nature input device captures the user's signature and 
provides the input in electronic form, in accordance with 
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instructions from controller 1 30 ; to the image formatter. 
Means for user input (not shown) such as a keyboard 
may also be included to provide for user/terminal inter- 
action such as challenge/response identification of iden- 
tity. An ID card reader 1 1 2 may also be included to input 
card-contained user identification characteristics. • 

The image formatter 120, in accordance with in- 
structions from controller 130, generates an electronic 
version of the customer's signature as a security image 
to be automatically printed or stamped on a document, 
such as traveler's check. A printer/dispenser 140 oper- 
ative^ connected to controller 1 30 and image formatter 
1 20, receives the formatted security image. The format- 
ted security image is provided to the printer/dispenser 
140 in a sufficient size for affixation the document, and 
control information defining a location on the document 
for the affixation is also provided to the printer/dispenser 
140. As mentioned above, the security image may or 
may not be clearly visible to the naked eye on the 
marked item. 

Preferably, the signature input device 110 of self- 
service terminal 100 includes means for digitizing the 
user's captured signature and means for verifying that 
the signature is from an authorized user. Any method 
and apparatus for capturing a user's signature may be 
utilized herein. In an exemplary embodiment, an elec- 
tronic form of the user's signature, previously stored 
within a memory accessible by controller 130, is com- 
pared with the contemporaneously captured signature 
to determine authorization. The current user's captured 
signature also may be stored in memory for later use. 
Based on the comparison, the terminal either receives 
or fails to receive authorization to dispense the docu- 
ment with the identification indicium to the user. Encod- 
ing means may. be provided, such as disclosed in U.S. 
Patent No. 5,268.963, issued December 7, 1993. which 
is incorporated herein by reference, which describes a 
system for encoding personalized identification for stor- 
age on memory storage devices. 

FIG. 1B depicts a terminal 150 which is a variation 
of the self-service terminal of FIG. 1 A described above. 
Terminal 150 includes means for accessing a central- 
ized information storage 160 operatively connected to 
the controller 130. The centralized information storage 
may be a computer or some type of memory storage 
device that is remotely located and operatively accessi- 
ble by terminal 150. Accordingly, terminal-captured 
electronic signatures may be transferred to/from the 
storage device according to requirements of the trans- 
action, or used to verify the contemporaneous user's 
signature. The electronically stored signatures may also 
be affixed to a document to be dispensed. While the ex- 
amples described with regard to FIGS. 1 A-1 B above re- 
fer to individual items such as documents for dispens- 
ing, multiple item dispensing may also be performed. 

FIG. 2A depicts another example of a service ter- 
minal 1 70 as a self-service terminal that includes all the 
elements and interconnections of self-service terminal 



100 of FIG. 1A ; provided that a camera 115, such as a 
digital camera, is used within terminal 170 in lieu of sig- 
nature input device 110 for capturing and inputting the 
user's image. Camera 115 is operatively connected to 
5 controller 130 and image formatter 120. When a user 
accesses terminal 170, an electronic or photographic 
image of the user is input and formatted within the image 
formatter to provide a formatted image which is directed 
to printer/dispenser 140. The formatted security image 
to is attached or printed at a specified portion of the item 
before it is dispensed to the user. The captured user im- 
age may be stored electronically within a memory, such 
as within a database allocated for electronic, photo- 
graphic or image storage for later use by the terminal. 

'5 Self-service terminal 180 of FIG. 2B includes each 

of the elements of self-service terminal 170 of FIG. 2A, 
and further includes means for accessing a centralized 
information storage 161 by the terminal. Centralized in- 
formation storage. 161 is electronic storage means 

20 which may be remotely located and operatively connect- 
ed to the terminal 180. Centralized storage 161 is capa- 
ble of providing an image to, or receiving an image from, 
the terminal using controller 130. The image provided 
from storage 161 may be used to generate a security 

25 mark such as a user's photographic facsimile to identify 
a document to be dispensed with the user. The controller 
130 in either of terminals 170, 1'80 may include means 
for processing to verify that the user is authorized to 
complete the requested transaction. The verification 

^0 may include comparing an image previously stored in 
either a local memory or a memory at a remote location 
to the contemporaneously captured photographic iden- 
tification of the user 

FIG. 3A depicts another embodiment of a service 

35 terminal 190 as a self-service terminal that includes a 
image formatter 1 20, a controller 1 30. and a printer/dis- 
penser 140, as in the previously described embodi- 
ments. The example of FIG. 3A also includes both a 
camera 115 and a pen signature input device 110. User 

-*o input such as a signature is provided by the user to the 
signature input device 110 and an electronic or photo- 
graphic image is provided by the user to the camera 1 1 5. 
In one example, the electronic image and electronic sig- 
nature is in a digital format when provided to controller 

15 1 30 and image formatter 1 20. Image formatter 1 20 proc- 
esses the digitized user image and digitized user signa- 
ture to format security identifiers for affixation to or print- 
ing upon a document to be dispensed. Depending on 
particularized operation of terminal 1 90, a signature, an 

50 . electronic image of a user, or both, may be provided to 
the document to be dispensed. The user's indicia are 
affixed to the document for use as a security mark ena- 
bling the document to be used as a picture ID. such as 
a driver's license, passport, etc. The user's identification 

55 may be first verified, as discussed above, by comparing 
the contemporaneously captured electronic signature, 
or electronic image, or both, to electronically stored ver- ■ 
sions of the same. 
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A self-service terminal 200 is depicted in FIG. 3B, 
which is a variation of the terminal 190 of FIG. 3A de- 
scribed above. Self-service terminal 200 includes all the 
elements of terminal 190, and further includes means 
for accessing a centralized information storage 1 62. The. 
centralized information storage 162 may be utilized by 
an individual terminal, such as terminal 200, within a 
system that includes multiple user-access terminals, 
and the centralized information storage 162 may be re- 
motely located. The user's electronic image, electronic 
signature, or both, may be stored in a memory as a da- 
tabase at the centralized storage and provided via elec- 
tronic communication means to each of the system ter- 
minals. Communication is not limited to electronic com- 
munication, and may be provided by any type of com- 
munication method. Access to centralized information 
storage 162 enables the controller 130 in terminal 200 
to compare the contemporaneously captured electronic 
image or electronic signature (or both) with centrally 
stored versions of the same to verify contemporaneous 
user authenticity The contemporaneously captured 
electronic identifiers may be stored for later use at either 
a terminal-contained memory or a memory at the remote 
location. 

In addition, the controller 1 30 in each of the embod- ' 
iments described above may be any means for control- 
ling useraccess to any of the above-mentioned devices, 
or their equivalents, including communication interfaces 
operatively connected to the terminal interface and a 
controller at a location distinct from that of the self-serv- 
ice terminal. While the items to be dispensed are in most 
implementations stored within or generated by the ter- 
minal at time of use, in one example of the disclosed 
terminal, the terminal may also accept an item from the 
user upon which the identifier is to be affixed. For ex- 
ample, a coupon for redemption may be assessed 
based on some condition, and marked according to the 
assessment when presented by the user. The marked 
item is then provided to the user. 

The indicia or indicium provided to the items may 
be generated from a captured user characteristic or 
identification, or may be provided as a predetermined 
indicium after user access is authorized or determined. 
While the characteristic displayed on the item is typically 
a single indicium, the item may be marked or identified 
with more than one indicium. An example of the items 
dispensed from the terminal may be an arrangement 
where an authorized item marked with a first security 
indicium may require further authorization from more 
than one user at some later stage of the authorized 
item's use. An example of such a transaction involves a 
traveler's check requiring multiple user signatures such 
that a user possessing the multiple "authorized" item, 
such as the multiple-endorsed traveler's check, may be 
one of a plurality of users authorized to possessor trans- 
fer the check. The plurality of people may be required 
to jointly authorize the use of the document: for example, 
a traveler's check may require countersignatures from 
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one or more people. Depending on predetermined rules, 
some or all of the people whose indicia are represented 
on the document, as well as other people, may partici- 
pate in the authorization. 

5 While the disclosed personal identification system 

and method have been particularly shown and de- 
scribed with reference to the preferred embodiments, it 
is understood by those skilled in the art that various 
modifications in form and detail may be made therein 

to without departing from the scope and spirit of the inven- 
tion. Accordingly, modifications such as those suggest- 
ed above, but not limited thereto, are to be considered 
within the scope of the invention. 

/5 

Claims 

1 . A method of marking an item processed by a service 
terminal, comprising the steps of: 

20 

a) capturing an identifying characteristic of a 
user requesting the item; and 

b) providing a security mark on the item before 
the item is released to the user, in response to 

25 the captured identifying characteristic. 

2. The method of claim 1 ; wherein the step of captur- 
ing includes reading a user's identity card. 

^0 3. The method of claim 1 , wherein the step of captur- 
ing includes user/service terminal interaction via a 
keyboard and display terminal. 

4. The method of claim 1, wherein the step'of captur- 
es jng includes digitizing the identifying characteristic. 

5. The method of claim 4. further including the step of 
storing the digitized characteristic. 

-to 6. The method of claim 1 , further including the step of 
verifying that the user is authorized to receive the 
item with the security mark affixed. 

7. The method of claim 6, wherein the step of verifying 
-*5 is performed in response to the captured identifying 

characteristic. 

8. The method of claim 1 : wherein the step of captur- 
ing includes receiving a signature of an authorized 

50 user. 

9. The method of claim 1 , wherein the step of captur- 
ing includes receiving an electronic image of an au- 
thorized user. 

55 

10. The method of claim 1. further including the step of 
automatically dispensing the item, wherein the item 
is negotiable instrument. 
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1 1 . The method of claim 1 , wherein the step of providing 
includes scaling the security mark to fit within a field 
on the item allocated for receiving the security mark. 

12. A service terminal for providing an item bearing a. 
security indicium, comprising; 

a) capturing means responsive to a user for 
capturing a characteristic of the user during ter- 
minal access: 

b) means for marking the item with a security 
indicium in response to the characteristic: and 

c) dispensing means for dispensing the item. 

13. The service terminal of claim 12, further including 
verification means for verifying that the user is au- 
thorized to receive the item. 



w 
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mark to an item to be dispensed to a user from the 
terminal, comprising: 

a) an identification input device for capturing a 
representation of a characteristic of the user: 

b) digitizing means for digitizing the represen- 
tation: 

c) verification means for verifying that the user 
is an authorized user based on previously ac- 
quired characteristics associated with the user; 
and 

d) formatting means for formatting the verified 
representation for deposition upon the item. 

23. The self-service terminal of claim 22 T further includ- 
ing means for affixing the representation upon the 
item. 



14. The service terminal of claim 13, wherein the veri- 
fication means discriminates based on information 20 
derived from the captured characteristic and infor- 
mation derived from a previously stored character- 
istic. 

15. The service terminal of claim 14. wherein the stored 25 
characteristic is stored in one of: a database within 

the self-service terminal and adatabase at a remote 
location operatively connected to the terminal. 



24. The self-service terminal of claim 22. wherein the 
item, is a document to be dispensed to the user. 

25. The self-service terminal of claim 22. wherein the 
verification means is operatively connected to a 
memory storage device for storing the previously 
acquired characteristics. 



16. The service terminal of claim 12 ; wherein the char- 
acteristic is provided in an electronically digitized 
format. 



30 



17. The service terminal of claim 12, wherein the cap- 
- turing means includes signature input means, the 
characteristic is the user's signature, and the means 
. for marking affixes a form of the signature upon a 
surface of the item. 



18. The service terminal of claim 12, wherein the cap- 
turing means includes an electronic camera, the 
characteristic is an electronic image of the user, and 
the means for marking affixes a form of the charac- 
teristic upon a surface of the item. 

19. The service terminal of claim 12, wherein the cap- 
turing means includes both a signature input device 
and an electronic camera. 
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20. The service terminal of claim 12. wherein the item 
is a negotiable instrument. 



21. The service terminal of claim 12, further including 
self-service means for responding to user inputs to 
automatically control the capturing means, the 
marking means, and the dispensing means. 

22. A self-service terminal for providing an identification 
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(54) Capture and use of a personal identification feature at a service terminal 



(57) A service terminal is provided for dispensing 
items with an indicium associating the item to a user ac- 
cessing the service terminal. The indicium may be cap- 
tured at the terminal and may include the user's signa- 
ture, an electronic image of the user or both. The indi- 



cium may be first verified with a stored electronic version 
of the indicium before being provided to the item for 
identification. Upon verification, the item with the indici- 
um is dispensed to the authorized, verified user. The 
item may be a traveler's check or a negotiable instru- 
ment. 
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